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ABSTRACT

Due to the growing digitalization in the Middle East, there has been a significant
increase in cyberattacks in the region. The escalating magnitude of cyber as-
saults underscores the urgent need for robust cybersecurity measures and re-
gulatory frameworks to safeguard digital assets and infrastructures. The articles
aim to assess the repercussions of cybersecurity legislation in the Middle East,
with a focus on the challenges and accomplishments of the region in establishing
effective cybersecurity defenses. A comprehensive analysis of scholarly articles,
media reports, and government records was conducted to gather comprehen-
sive data on the existing cybersecurity rules in the Middle East. This method
facilitated a thorough analysis of the legal and regulatory structure in the given
domain. Analysis reveals that while certain Middle Eastern countries have made
significant progress in establishing comprehensive cybersecurity frameworks,
there are still significant areas for improvement that hinder the practical applica-
tion of these frameworks. A significant revelation is the need for cohesive efforts
and cooperation among governments, business sector entities, and international
agencies, which is vital for enhancing cybersecurity.

Keywords: Middle East, cybersecurity, legislation, regulatory framewor-
ks.

Debido a la creciente digitalizaciéon en Oriente Medio, se ha producido un au-
mento significativo de los ciberataques en la region. La creciente magnitud de
los ciberataques subraya la urgente necesidad de contar con medidas de ciber-
seguridad sdlidas y marcos regulatorios para salvaguardar los activos e infraes-
tructuras digitales. Los articulos tienen como objetivo evaluar las repercusiones
de la legislacion sobre ciberseguridad en Oriente Medio, centrandose en los de-
safios y logros de la region en el establecimiento de defensas de ciberseguridad
eficaces. Se realizdé un andlisis exhaustivo de articulos académicos, informes de
los medios de comunicacioén y registros gubernamentales para recopilar datos
completos sobre las normas de ciberseguridad existentes en Oriente Medio. Este
método facilité un andlisis exhaustivo de la estructura legal y regulatoria en el do-
minio en cuestion. El andlisis revela que, si bien algunos paises de Oriente Medio
han logrado avances significativos en el establecimiento de marcos integrales
de ciberseguridad, aln existen dreas importantes de mejora que obstaculizan
la aplicacion practica de estos marcos. Una revelacion importante es la necesi-
dad de esfuerzos cohesivos y cooperacion entre los gobiernos, las entidades del
sector empresarial y las agencias internacionales, lo cual es vital para mejorar la
ciberseguridad.

Palabras claves: Oriente Medio, ciberseguridad, legislacion, marcos
regulatorios.
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INTRODUCTION

The fast adoption of digital tech-
nologies in the Middle East has led
to profound changes in people’s dai-
ly routines and social interactions.
The region’s progress and economic
growth have been boosted by the wi-
despread use of digital technologies,
including cloud computing, loT de-
vices, and artificial intelligence. The
Middle East’s essential infrastructure,
national security, and general stability
are all in danger due to the prolifera-
tion of cyber threats made possible
by the region’s rapid digitalization.
Thus, mitigating these threats and
fortifying the region’s cyber defenses
is more critical than ever.

The worrisome rise in cyberattac-
ks aimed against the Middle East hi-
ghlights the critical nature of tackling
cybersecurity vulnerabilities in the
area. Another Raytheon Intelligence
& Space analysis found that between
2016 and 2020, cyber threats in the
Middle East increased by 800%. [1]

Because of its critical geographic
position and increasing dependence
on digital technology, cybersecurity in
the Middle East is of paramount con-
cern. Because of its proximity to some
of the world’s most significant oil and
gas reserves, the region’s essential
infrastructure has been a frequent
target of cyber-attacks [2]. Moreo-
ver, recent high-profile cyber-attacks,
such as the Stuxnet virus that attac-
ked Iran’s nuclear program [3] and the
global ransomware assault on Sau-
di Aramco [4], have highlighted the
necessity for a comprehensive and
coordinated response to the rising
cyber threat scenario.

Significant progress has been
made in cybersecurity worldwide,
with many studies concentrating on
creating and implementing cyber-
security laws and regulations. While
research on the Middle East’s cyber-
security landscape has been conduc-
ted, there has yet to be an in-depth
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examination of the effect of cyber-
security law in the area. A deficiency
inspired this research in the existing
literature. It intends to fill that void by
providing a comprehensive analysis of
cybersecurity law in the Middle East,
including its triumphs and failures and
suggestions for strengthening cyber-
security in the area [5], [6], [7], [8].

The recent rise in cyber-attacks
has led to massive financial losses,
harm to reputations, and interruptions
in lifeline services. Cybercrime has a
significant monetary effect in the Mi-
ddle East, with the United Arab Emira-
tes losing an estimated $1.63 billion to
cyber assaults in 2020 [9]

The Middle East is anticipated to
become more susceptible to cyberat-
tacks in the coming years as the area
continues its fast digital transforma-
tion and adoption of new technology.
The World Economic Forum’s 2020
report identified cyber-attacks as the
region’s second-greatest risk, highli-
ghting the critical need for strong cy-
bersecurity measures and regulatory
frameworks to counteract this emer-
ging danger [10].

The significance of this article
resides in its ability to improve our
knowledge of cybersecurity legis-
lation in the Middle East and to en-
courage cooperation among relevant
parties to solve this urgent problem.
Policymakers, business executives,
and cyber security academics will
find this helpful report, especially in
the Middle Eastern environment.

The existing body of research on
cybersecurity legislation has iden-
tified several significant obstacles.
These include a need for more harmo-
nization between national legal fra-
meworks [11], a lack of resources and
expertise, and a lack of public awa-
reness and education about cyberse-
curity [12]. The complex geopolitical
situation and ever-evolving nature of
cyber threats in the Middle East only
worsen matters. However, there are
examples of success and best prac-
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tices in the region, like the fact that
the United Arab Emirates (UAE) has
good cybersecurity laws and that the
public and private sectors in Saudi
Arabia are working together to impro-
ve cybersecurity [13], [14]

The study’s main objectives are to:
The aims of the present article are as
follows: (1) to analyze the current sta-
te of cybersecurity legislation in the
Middle East by comparing the legal
frameworks in place across different
countries and identifying gaps and in-
consistencies that may hinder effec-
tive implementation; (2) to examine
the challenges faced by the region in
implementing and enforcing cyberse-
curity laws; and (3) to investigate the
successes and best practices in the
Middle East by highlighting examples
of effective cybersecurity legislation
and collaboration.

The study’s main findings stress
the need for a standardized, risk-ba-
sed strategy for cybersecurity legis-
lation across the Middle East. The
research shows how important it is
for governments, businesses, and in-
ternational groups to work together
more closely on cybersecurity. It also
stresses the need for international
cooperation, legislative harmoniza-
tion, and cybersecurity education and
awareness investments. The report
concludes by calling for the ongoing
revision of legal frameworks to ac-
count for the changing nature of cy-
ber threats.

Due to the region’s growing vulne-
rability to cyber-attacks due to its fast
digital transition, a strong and coordi-
nated response is required to protect
the Middle East’s vital infrastructure,
economy, and national security. This
research intends to add to the current
conversation on cybersecurity law in
the Middle East by analyzing existing
laws, pointing out their strengths and
weaknesses, and suggesting ways to
improve cybersecurity.

The study’s overarching goals are
to inform politicians, business lea-
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ders, and others in the Middle East
about improving cybersecurity and
the significance of robust legal fra-
meworks in combating cyber threats.
The Middle East can provide a solid
groundwork for a safe digital future
by tackling the particular difficulties
faced by the area and learning from
its triumphs. Ultimately, our research
will help create a safer and more se-
cure digital environment in the area,
protecting its vital infrastructure, eco-
nomy, and national security from the
ever-changing cyber threat scenario.

The Study Objective

This article aims to analyze cyber-
security laws’ impact on the Middle
East comprehensively. The paper will
look at the present status of legisla-
tion, identify issues and accomplish-
ments, and provide recommendations
for changes to help them keep up
with the evolving cyber threat scena-
rio. By conducting this investigation,
the article aims to increase aware-
ness about the significance of solid
cybersecurity laws in the geographi-
cal area and encourage cooperation
between government agencies, the
private industry, and international
organizations to improve regional cy-
bersecurity resilience.

Problem Statement

There has been an increase in cy-
ber threats due to the Middle East’s
fast digital transition, which poses
severe hazards to the region’s vital
infrastructure, economy, and national
security. Although cybersecurity is
becoming more crucial, more is nee-
ded to know about the efficiency of
current legislative frameworks in tac-
kling the particular difficulties faced
by countries in the area. This article
aims to solve this by providing a criti- .
cal analysis of the impact of cyberse-
curity law in the Middle East, pointing
out the gaps and inconsistencies in
existing legislation, and suggesting
ways to strengthen cybersecurity in
the region by creating and enforcing
strong, harmonized legal frameworks.
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BACKGROUND: CURRENT STA-
TE OF CYBERSECURITY LEGIS-
LATION IN THE MIDDLE EAST

Many Middle Eastern nations have
different methods and objectives for
managing cyber threats, which is re-
flected in the present status of cyber-
security laws in the region. To better
understand the difficulties and pos-
sibilities in bolstering regional cyber-
security resilience in the face of fast
digital change, it is vital to study the
current laws and regulations to find
similar aspects, discrepancies, and
gaps.

Supply chains are becoming more
interdependent and complex due to
technological advancements. The
security vulnerabilities of one or-
ganization might endanger others.
Nowadays, supply chain vulnerabili-
ties account for up to 40% of all cy-
berattacks. Executives in charge of
cyber security report feeling exhaus-
ted and “always on” due to the increa-
sing number of digital connections at
work.

Tiredness is a target for cybercri-
minals. According to the study, 23%
of security executives monitor their
partners and suppliers for signs of
cybersecurity issues in real time. Just
the most immediate suppliers and
vendors may be covered by certain
businesses. Customers, partners,
shareholders, and anyone involved in
their firm are not welcome.

More focus on the risks posed by
third parties. Sixty percent of busines-
ses by 2025 will consider cyber secu-
rity risk to assess deals with outside
parties. C-suite executives are con-
cerned about supply chain vulnera-
bilities, according to recent statistics.
Sixty percent of the 900 businesses
surveyed cited supply chain threats
as their top cyber security concern.
Cyber espionage (59%) and advan-
ced persistent threats (57%), but not
DDoS attacks (66%). Atlassian maps
out the dangers in the supply chain.
Atlassian is utilized by 83% of Fortune
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500 companies and has 180,000 cus-
tomers in over 190 countries. In June
of 2022, hackers uncovered a critical
flaw in Atlassian Confluence. Most
giant worldwide corporations may be
unable to function correctly if they
cannot use Atlassian products. More
than two hundred thousand firms rely
on services provided by shaky esta-
blishments.

The necessity of cybersecuri-
ty has been increasingly recognized
in recent years, with several Middle
Eastern nations passing legislation
to combat cybercrime and safeguard
their most vital information networks
[15], [16]. Cybercrime prevention and
punishment are common goals of na-
tional cybersecurity legislation, as is
the creation of regulatory bodies with
oversight responsibilities.

United Arab Emirates (UAE) has
been at the forefront of implementing
comprehensive cybersecurity regu-
lations, including Cyber Crimes Law
No. 5 of 2012, which covers various
cybercrimes, such as hacking, data
breaches, and online harassment [17].
The United Arab Emirates (UAE) has
also set up the National Electronic
Security Authority (NESA), which is
in charge of establishing and imple-
menting national cybersecurity regu-
lations [18]

The United Arab Emirates has
taken the initiative to draft strong
cybersecurity laws. Unauthorized
access, data breaches, and cyber
espionage are just some of the many
forms of cybercrime addressed by the
country’s Federal Law No. 5 of 2012
on Combating Cybercrimes [19]. In
2017, the UAE also formed the Na-
tional Electronic Security Authority
(NESA), responsible for executing
the UAE Information Assurance Stan-
dards and monitoring the country’s
cybersecurity policy [20].

The Essential Cybersecurity Con-
trols (ECC) framework established
minimum standards for protecting cri-
tical infrastructure. It was developed
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under the watchful eye of the Natio-
nal Cybersecurity Authority (NCA),
created in Saudi Arabia in 2017 [21].
Saudi Arabia’s Anti-Cyber Crime Law,
passed in 2007, makes several online
transgressions punishable by law [22]

Qatar’s cybersecurity law, Law No.
14 of 2014, addresses several types
of cybercrime, such as hacking, data
theft, and cyber espionage [23]. In
addition, in 2014, Qatar unveiled its
National Cyber Security Strategy
(QNCSS) to direct the country’s initia-
tives in strengthening its cyber defen-
ses [24]

The Middle East has made great
strides in drafting cybersecurity laws
to counteract the expanding cyber
threat scenario. Every nation has en-
acted legal frameworks and set up
regulatory entities to supervise cy-
bersecurity initiatives and fight cy-
bercrimes. Increased regional cyber-
security resilience requires nonstop
action to integrate these legislative
frameworks and ensure effective en-
forcement mechanisms are in place.

Middle Eastern nations have made
outstanding achievements in drafting
cybersecurity laws to handle the ri-
sing cyber threat scenario as the di-
gital revolution continues to affect the
area. The similarities and contrasts
between Middle Eastern nations’ cy-
bersecurity laws and regulations, as
well as regional trends and patterns,
loopholes, and inconsistencies, are all
made clear by this comparison.

Cybercrimes such as hacking,
data breaches, and online fraud are
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increasingly treated as crimes throu-
ghout Middle Eastern nations. In addi-
tion to establishing a legal framework
for international cooperation in inves-
tigating and prosecuting cybercrime,
these measures are intended to pre-
vent and convict cybercriminals (Al-
saleh & Alomar, 2019).

The development of regulatory
agencies to monitor cybersecurity ini-
tiatives is another similarity between
the nations. These organizations are
responsible for formulating and enfor-
cing national cybersecurity plans and
assuring conformity with applicable
norms and regulations [25].

The similarities and contrasts, re-
gional trends and patterns, and dis-
crepancies in Middle Eastern cyber-
security law are all laid bare through
a side-by-side comparison. Harmoni-
zing regulatory frameworks, funding
capacity development, and fostering
public-private partnerships and inter-
national collaboration are crucial as
the area embraces digital change.

As cybersecurity becomes a cru-
cial concern for countries in the Midd-
le East, it is essential to examine and
compare the legislation adopted by
different countries in the region. Un-
derstanding the common elements,
differences, and gaps in existing legal
frameworks can help identify areas
for improvement and inform future
legislative efforts. In this section, we
provide a comparison of the cyberse-
curity laws and regulations of various
Middle Eastern countries (Table 1).

Table 1. Comparison of Cybersecurity Legislation Elements and
Approaches in Middle Eastern Countries

Inter-

Criminaliza- Regu- national Public-Pri- Emerging Enforce-
Country tion of Cyber- latory Coopera- vate Part- Technol- mentMech-
crimes Bodies tionp nerships ogies anisms
United
Arab Emir-  Yes NESA Yes Yes Yes Yes
ates (UAE)
Saudi
Arabia Yes NCA Yes Yes Yes Yes
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Qatar Yes MTC Yes Yes Yes Yes
Israel Yes NCSA Yes Yes Yes Yes
Iran Yes NCC Limited Limited Limited Limited
Bahrain Yes SIA Yes Yes Yes Yes
Kuwait Yes CITRA Yes Yes Yes Yes
Oman Yes ITA Yes Yes Yes Yes
Lebanon Yes OGERO Yes Yes Limited Limited
Jordan Yes NITC Yes Yes Yes Yes
Egypt Yes NTRA Yes Yes Yes Yes
Iraq Limited CMC Limited Limited Limited Limited
Syria Limited N/A Limited Limited Limited Limited
Yemen Limited N/A Limited Limited Limited Limited

Note: NESA = National Electronic
Security Authority, NCA = National
Cybersecurity Authority, MTC = Minis-
try of Transport and Communications,
NCSA = National Cyber Security Au-
thority, NCC = National Center for Cy-
berspace, SIA = Supreme Council for
the Information and Communication
Technology, CITRA = Communica-
tion and Information Technology Re-
gulatory Authority, ITA = Information
Technology Authority, OGERO = Or-
ganisme de Gestion et d’Exploitation
de l'ex Radio Orient, NITC = National
Information Technology Center, NTRA
= National Telecom Regulatory Au-
thority, CMC = Communications and
Media Commission. N/A = Not Appli-
cable or information not available.

The table above provides an over-
view of the similarities and differences
in cybersecurity legislation across the
region. It highlights the shared objec-
tives and unique approaches adopted
by each country in their legal fra-
meworks. This comparison can serve
as a foundation for future discussions
on the harmonization of cybersecuri-
ty laws and regulations in the Middle
East and addressing the existing gaps
and inconsistencies to enhance re-
gional cybersecurity resilience.

MATERIALS AND METHODS

The study focuses on the cyber-

security laws of the MENA region.
The report will focus on regional cy-
bersecurity and the sector’s issues
and solutions. The research used a
mixed-methods approach, combining
qualitative and quantitative infor-
mation from sources diverse in case
law, scholarly journals, and cybercri-
me statistics. The article looks at the
triumphs and failures of Middle Eas-
tern nations in enacting effective cy-
bersecurity legislation by comparing
and contrasting their respective cy-
bersecurity laws and regulations.

This literature review was conduc-
ted to provide a repository of existing
studies on cyber law in the MENA re-
gion. This enabled an in-depth com-
prehension of the literature on the
issue and the discovery of patterns,
holes, and contradictions in the exis-
ting legal frameworks. Essential sour-
ces for this literature review include
academic journals like the Journal of
Information Security and the Interna-
tional Journal of Cyber Criminology
and reports from organizations like
the Center for Strategic and Interna-
tional Studies and the United Nations
Office on Drugs and Crime (UNODC).

Several Middle Eastern nations
(including the United Arab Emira-
tes, Saudi Arabia, Qatar, Israel, Iran,
Bahrain, Kuwait, Oman, Lebanon,
Jordan, Egypt, Iraq, Syria, and Ye-
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men) had their cybersecurity laws
and regulations thoroughly examined
for this research. By comparing and
contrasting the cybersecurity laws
of each country in the area, we were
able to spot similarities, discrepan-
cies, and emerging trends. Legal pa-
pers were accessed through primary
sources, including official government
websites and legal databases.

Cybercrime statistics were ga-
thered to supplement the qualitative
data and offer a quantitative pers-
pective on the effect of cybersecurity
law in the Middle East. Annual reports
from national cybersecurity agen-
cies, the International Telecommuni-
cations Union (ITU), and the Global
Cybersecurity Index were examples
of reputable data sources (GCl). With
these numbers, we were able to make
tables and charts that show how wi-
despread cybercrime is in the area
and how successful the laws are at
protecting against it.

Case studies and examples
showed success and failures in the
Middle East’s attempts to enact cy-
bersecurity laws. Because of their po-
tential to shed light on the elements
that lead to efficient cybersecurity
law enforcement, these case studies
were chosen. The potential for growth
and cooperation in the area was also
shown with examples of existing pro-
jects and best practices.

The study’s complete and detailed
knowledge of cybersecurity laws in
the Middle East results from integra-
ting these sources and techniques.
This study adds to our understanding
of regional cybersecurity resilience
and guides policymakers and stake-
holders to meet the region’s cyberse-
curity challenges and capitalize on its
potential.

CHALLENGES IN IMPLEMEN-
TING CYBERSECURITY LAWS

A fundamental obstacle to crea-
ting a cohesive strategy for managing
cyber threats in the Middle East has
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been the need for more harmoniza-
tion among governments regarding
cybersecurity laws [18], [16]. Some
factors, including different national
agendas, legislative hurdles to colla-
boration, and the need for a regional
legal framework for cybersecurity,
have caused this lack of harmony.

The Middle Eastern nations’ com-
peting national interests are a signi-
ficant factor preventing them from
harmonizing their cybersecurity laws
[6]. Many countries in the area take
different approaches to cybersecurity
due to differences in geopolitical con-
cerns, threat environments, and eco-
nomic interests. The diverse agendas
and resulting regulatory frameworks
make establishing a unified and coo-
perative regional cybersecurity stra-
tegy complex [25].

Legal hurdles to collaboration
have also hampered harmonization
attempts in the area. Information ex-
change and cooperation in the Midd-
le East to tackle cyber threats might
need to be improved by differences in
legal systems, privacy legislation, and
data protection requirements. It is al-
ready challenging for nations to coo-
perate to solve common cybersecuri-
ty concerns without regional political
tensions and conflicts adding further
legal obstacles [26].

One reason for the need for uni-
formity in cybersecurity policies in the
Middle Eastern area is the absence
of a comprehensive legislative fra-
mework [23]. Despite efforts by spe-
cific regional organizations like the
Gulf Cooperation Council (GCC) to
foster cooperation and coordination
in cybersecurity, a comprehensive re-
gional framework still needs to be pre-
sent. Countries in the area could align
their laws and interact more efficiently
with the support of such a framework
since it would provide common prin-
ciples, rules, and best practices
for cybersecurity legislation [27]

A significant obstacle to crea-
ting a united strategy to combat cy-
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ber threats in the Middle East is the
need to harmonize cybersecurity
laws among Middle Eastern nations.
The lack of a regional legislative fra-
mework for cybersecurity, as well as
competing national objectives, will
make it challenging to tackle this is-
sue. Regional governments must work
together more closely and harmonize
their regulatory frameworks to build
a more robust cybersecurity environ-
ment in the Middle East.
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Examples of the lack of harmoni-
zation across Middle Eastern coun-
tries in cybersecurity legislation can
be found in the differences between
their laws and regulations. This table
highlights the variations in some key
aspects of cybersecurity laws in five
Middle Eastern countries (Table 2):

Table 2. Comparison of Cybersecurity Legislation in Selected Middle

Eastern Countries

Main Cybersecuri-

Regulatory

International Co-

Country ty Legislation Key Provisions Authority operation
grn;tbed Federal Law No. 5 Covers unauthorized t’\:zﬂi?:ngleslue—c- Active participant in
emites o1 2012 cocess dmalreae iy utorty  [iematenal cyber
(UAE) e plonage  (NEsa) y
Criminalizes cy- ’ _ - -
Saudi Anti-Cyber Crime ber-related offenses, ’S\l:CtLorEI Egt?gr_ %%?gﬁar?ggg ivr\:ltzehr—
Arabia Law (2007) ?orre\sltitor:gteosrsenaltles ity (NCA) national partners
Addresses unautho- Ministry of s _
Qatar  Law No.14 of 2014 [ized access, data Transportand  09209% 10 THEe
: theft, cyber espio- Communica- tional cy y
nage tions initiatives
. Strong focus on
Computers Law Covers unauthorized . N A
(1995) Israeli Se- access, data theft Natlor_wal Cyber |nte(nat|onal coop-
Israel curit A ency Law  © ber-rlelated of- ! Security Author-  eration and pub-
(200%) gency fgnses ity (NCSA) lic-private partner-
ships
Criminalizes unautho- National Center  Limited internation-
Iran E:Vr;n?;égrg?rlmes ir*zé}t;cioﬁcocfe;sa,wc\ilgrseem- for Cyberspace  al cooperation due
online fraud ! (NCC) to political factors
Addresses unau-
. thorized access, . _ Cooperation with
Bahrain (Czyot;%r)cnme Law data theft, cyber E:;Liﬂalgg:gr regional and inter-
espionage, and cyber Y national partners
terrorism
Covers unauthorized  Central Agency L _
Kuwait Cybersecurity Law  access, data theft, for Information Egg:?isgzr':etgg:ﬁ
(2015) cyber espionage, and  Technology initiativgs y
cyber terrorism (CAIT)
Criminalizes unau- . . - .
. . Information Active participant in
Oman (Czyotﬁ;cnme Law Lgcigzbig:ccﬁgsssé ber Technology international cyber-
espionage oy Authority (ITA) security initiatives
Electronic Transac- Covers unauthorized . _ Cooperation with
Lebanon tions and Personal  access, data theft, National Cyber regional and inter-

Data Law (2018)

and cyber fraud

security Center

national partners
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_ Cyber Crime i _
Cybercrime Law Addresses unautho Unit under Epgages ininterna
Jordan (2010) rized access, data Public Securit tional cybersecurity
theft, and cyber fraud Di y initiatives
irectorate
Anti-Cyber and Covers unauthorized National Tele- . L .
Information Tech- access, data breach-  com Regula- ACt'Ve participant in
Egypt . : - international cyber-
nology Crimes Law es, cyber espionage, tory Authority security initiatives
(2018) and cyber terrorism (NTRA) y
Addresses unautho- . . . .
Anti-Cybercrime rized access, data National Cyber-  Limited internation-
Iraq security Direc- al cooperation due
Law (Draft, 2020) theft, cyber fraud, torate (NCD) 10 political factors
and cyber terrorism P
) Syrian Telecom- . .. . .
) Electronic Transac- COVersunauthorized o .. ..o Limited internation
Syria tions Law (2009) access, data theft, Regulatory Au- al coo_peranon due
and cyber fraud thority (STRA) to political factors
e Limited internation-
Yemen No specific cyber- _ - al cooperation due

security legislation

to political factors

This table provides an overview
of the main cybersecurity legislation,
key provisions, regulatory authorities,
and levels of international coopera-
tion among Middle Eastern countries.
The differences in these aspects
contribute to the lack of harmoniza-
tion across the region, making it cha-
llenging to establish a cohesive and
collaborative regional cybersecurity
strategy. To address this challenge, it
is crucial for Middle Eastern countries
to work towards aligning their legal
frameworks and enhancing collabora-
tion in combating cyber threats.

Insufficient resources and ex-
pertise

Due to a lack of resources and
knowledge, the Middle East is strug-
gling greatly in the field of cyberse-
curity. Due to the region’s fast digital
transformation, there is a high de-
mand for trained cybersecurity spe-
cialists but a low supply. The region’s
capacity to tackle cyber-attacks is
hampered by a lack of competent
people and inadequate financing for
cybersecurity programs [28].

A serious problem is the dearth
of qualified people working in cyber-
security. (ISC)2 found that there is
a shortfall of 3 million cybersecurity
specialists worldwide, with a gap of

215,000 in the Middle East and Afri-
ca [29]Several reasons, including a
deficiency in specialized education
programs and insufficient training
opportunities, have contributed to
this employment gap. Countries like
Saudi Arabia, the United Arab Emira-
tes, and Israel are among those who
have noticed this problem and are
working to address it by introducing
cybersecurity training and education
programs at the university level [16].

The lack of enough financing for
cybersecurity projects is another
issue plaguing the Middle East. Al-
though some nations, like Israel and
the United Arab Emirates (UAE), have
made significant investments in cy-
bersecurity, others have found it di-
fficult to do so. Inadequate regional
financing makes it difficult for certain
nations to create and execute com-
prehensive cybersecurity policies
[25], [16].

The WannaCry ransomware as-
sault of 2017 is a prime illustration of
what happens when resources and.
knowledge are inadequate. Govern-
ment and private sector institutions
in numerous Middle Eastern nations,
notably Saudi Arabia and the United
Arab Emirates, were severely disrup-
ted by the assault. Cybersecurity me-
asures, such as more technical skills
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and more financing, were called for
after the incident revealed the re-
gion’s sensitivity to cyberattacks [30].

Middle Eastern nations might also
look into programs that encourage
regional cooperation and knowledge
exchange in the field of cybersecurity,
in addition to investing in cybersecu-
rity education and training. By establi-
shing regional forums and conferen-
ces, governments, corporate sector
groups, and academic institutions
may better share ideas and work to-
gether [31]. By working together, we
can increase the availability of creati-
ve solutions to regional cybersecurity
issues and reduce the gap in talent.

Countries in the Middle East
should look towards forming inter-
national collaborations to get access
to knowledge and resources in other
parts of the world. Countries in the
Middle East may get access to glo-
bal best practices and capacity-buil-
ding efforts by participating in global
cybersecurity groups like the Global
Forum on Cyber Expertise (GFCE).
Middle Eastern nations may also be-
nefit from participating in interna-
tional cybersecurity exercises like
Locked Shields, hosted by the NATO
Cooperative Cyber Defence Centre of
Excellence [32].

Education, training, regional coo-
peration, international alliances, and
local innovation are all necessary to
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improve the Middle East's cyberse-
curity environment, which currently
suffers from a lack of resources and
experience. By allocating resources
to these sectors, Middle Eastern na-
tions may improve their cybersecurity
infrastructure and defenses against
cyberattacks.

Limited public awareness and
education on cybersecurity

Individuals, companies, and gov-
ernments in the Middle East are par-
ticularly susceptible to cyberattacks
because of a lack of public awareness
and education. Users with low cyber-
security awareness may engage in
risky behaviors online, leaving them-
selves open to attack. The lack of
adequate education and awareness
campaigns about cyber threats has
made the general population and the
workforce vulnerable [33]

According to studies, educating
the public is essential to improving a
nation’s digital infrastructure’s over-
all resilience. Research conducted in
the United Arab Emirates indicated
that people with superior cybersecu-
rity awareness were likelier to engage
in certain online activities, including
maintaining software updates and
using strong passwords [19]. It shows
how crucial it is to educate people
and workers in the Middle East about
cybersecurity.

Table 3. Cybersecurity Awareness Initiatives in the Middle East

Country Initiative Target Audience Key Components
. . . Cybersecurity awareness pro-
] . National Cybersecu- General public, busi- g _
Saudi Arabia rity Authority (NCA)  nesses gm;zs public-private partner
Qatar Q-CERT General public, busi- Cy.bersecuirlyy awareness cam-
nesses, government paigns, training, workshops
Israel Israel National Cyber General public, busi- gggirsset(r::irr:ti%;ﬁiﬁ?ﬁﬁiigg_
Directorate (INCD) nesses, government partnerships
Iran Iran National CERT General public, busi-  Cybersecurity awareness pro-
(MAHER) nesses, government grams, training, workshops
. . ~ ) . Cybersecurity awareness cam-
Bahrain Bahrain National Cy-  General public, busi paigns, training, public-private

bersecurity Centre

nesses, government

partnerships
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Kuwait National Cy-

General public, busi-
nesses, government

Cybersecurity awareness pro-
grams, training, workshops

General public, busi-
nesses, government

Cybersecurity awareness cam-
paigns, training, workshops

General public, busi-
nesses, government

Cybersecurity awareness pro-
grams, training, public-private
partnerships

General public, busi-
nesses, government

Cybersecurity awareness cam-
paigns, training, public-private
partnerships

General public, busi-
nesses, government

Cybersecurity awareness pro-
grams, training, public-private
partnerships

General public, busi-
nesses, government

Cybersecurity awareness cam-
paigns, training, workshops

General public, busi-
nesses, government

Cybersecurity awareness pro-
grams, training, workshops

Kuwait bersecurity Strategy
Oman National CERT
Oman (OCERT)
Lebanon Cyber
Lebanon Security Strategy
Jordan National
Jordan Cyber Security
Strategy
Egyptian National
Egypt Cybersecurity Strat-
egy
Ira Iraq National Cyber-
a security Strategy
. Syrian National Cy-
Syria bersecurity Initiative
Yemen National Cy-
Yemen bersecurity Strategy

General public, busi-
nesses, government

Cybersecurity awareness pro-
grams, training, public-private
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(in development)

partnerships (planned)

Table 3 shows that some Middle
Eastern nations have begun cyberse-
curity awareness campaigns to teach
citizens how to protect themselves
online. There is, however, more that
can be done to broaden its reach and
increase its efficiency. Governments
should work with the commercial sec-
tor, academic institutions, and civil
society organizations to create com-
prehensive cybersecurity awareness
programs that target specific demo-
graphic groups. Those with special
needs and vulnerabilities may be the
focus of such efforts, and they could
include not just youngsters but also
the elderly and business owners.

Figure 1. Benefits from training
and sessions about cybersecuri-
ty awareness

Investment in cybersecurity edu-
cation and training for the workforce is

essential and should go hand in hand
with efforts to educate the public.
There is a rising need for cybersecu-
rity experts, and developing special-
ized programs in schools, colleges,
and universities may help provide a
steady supply of qualified workers to
meet that need. Organizational resil-
ience against cyber threats may also
be increased via training programs for
current personnel, particularly those
working in essential industries.

Addressing Private Sector Cha-
llenges in Complying with Cy-
bersecurity Regulations in the
Middle East

Since many private companies sto-
re confidential information and provide
essential services, they play an im-
portant role in ensuring the continued
success of the cybersecurity industry.
Companies in the private sector are
not always eager to follow cybersecu-
rity rules for several reasons, including
the fact that doing so may be expensi-
ve and time-consuming and the aver-
sion to disclosing proprietary data
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se of the high investment costs asso-
ciated with establishing security mea-
sures. In addition, firms may increase
operating expenses as they try to com-
ply with regulations [34]. As it may be
difficult and expensive for companies
to comply with data protection require-
ments like the General Data Protection
Regulation (GDPR) of the European
Union, these regulations often need to
be addressed or postponed [35].

One reason the business sector
is reluctant to adhere to cybersecu-
rity standards is a fear of disclosing
proprietary information. Many firms
consider disclosing vulnerabilities or
events a threat and worry that it might
damage their reputation or competi-
tive advantage. Private sector firms
may be reluctant to provide informa-
tion due to legal risks [31].

Governments and stakeholders in
the Middle East may promote coope-
ration and make it easier to adopt cy-
bersecurity measures by taking some
actions to help the private sector
comply with cybersecurity legislation.

PPPs, or public-private partners-
hips: Building trust and facilitating the
exchange of resources, knowledge,
and information between the public
sector and the business sector may
be accomplished via the establish-
ment of public-private partnerships.
By coordinating responses to cyber
risks and reducing the financial and
technical burdens of compliance,
PPPs help companies succeed [36]

Governments might give incenti-
ves such as tax rebates or decreased
regulatory burdens to encourage pri-
vate sector firms to invest in cyber-
security measures and comply with
rules. These rewards may lessen the
burden of regulatory compliance ex-
penditures and encourage companies
to prioritize cybersecurity.

Regulations that are easy to un-
derstand and communicate Busines-
ses may find it easier to manage the
complicated environment of cyberse-
curity rules if regulatory requirements
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are correctly explained and easy to
understand. Governments may aid
private sector businesses in imple-
menting security measures and mee-
ting regulatory requirements by offe-
ring direction and assistance.

Governments may aid the private
sector in developing cybersecurity
knowledge by funding capacity-buil-
ding initiatives, including training se-
minars, certifications, and chances
for professional development. There
is a growing need for cybersecurity
experts, but the existing supply needs
to meet that need.

Creating a culture of security and
encouraging firms to prioritize cyber-
security and comply with laws may be
accomplished through increasing pu-
blic knowledge of cybersecurity threats
and recommended practices[26]. The
public and commercial sectors might
benefit from increased cybersecuri-
ty literacy, which can be achieved via
awareness campaigns, instructional
programs, and outreach projects.

Governments and stakeholders in
the Middle East can work together to
improve the region’s cybersecurity re-
silience and protect critical infrastruc-
ture from cyberattacks by encouraging
public-private partnerships, providing
incentives for compliance, and provi-
ding support through capacity-building
programs and awareness initiatives.

MIDDLE EASTERN CYBER-
SECURITY INITIATIVES AND
COLLABORATIVE STRATEGIES

Being a region experiencing fast
digital development, the Middle East
is aware of the significance of cy-
bersecurity and has begun many ini-
tiatives to solve the accompanying
difficulties. Efforts like this include .
encouraging public-private partner-
ships and international collaboration
and creating solid legal frameworks.
This study analyzes the many Midd-
le Eastern efforts and cooperation
tactics to enhance cybersecurity and
counter cyberattacks.
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Effective examples of cyberse-
curity legislation

Many noteworthy pieces of cyber-
security legislation and best practices
have been implemented in the Middle
East, strengthening the region’s cy-
bersecurity overall. The cybercrime
legislation of the United Arab Emira-
tes and the National Cyber Directora-
te of Israel are two instances.

The creation and execution of
efficient laws are essential to impro-
ving cybersecurity in the Middle East.
Countries with notable progress in
this area include the United Arab Emi-
rates (UAE) and Israel. Cyber Crimes
Law No. 5 of 2012 in the United Arab
Emirates is a broad legislation that
addresses many types of cybercrime
and online harassment [17].

The United Arab Emirates (UAE) has
significantly advanced in creating and
enforcing comprehensive cybersecuri-
ty regulations [20]. An excellent exam-
ple of a robust legislative framework
for dealing with numerous cyber dan-
gers, such as unauthorized access,
data breaches, and cyber espionage, is
Federal Law No. 5 of 2012 on Comba-
ting Cybercrimes, better known as the
UAE Cybercrime Law [19]. The preva-
lence of cybercrime in the nation has
decreased thanks to this regulation.
The UAE Cybercrime Law’s effects on
the country’s cybercrime statistics are
shown in Figure 2 below.

Figure 2. Cybercrime Statistics
in the UAE (2010-2021)

Revista de Ciencias Humanas,Teoria Social y Pensamiento Critico
N° 23 Enero - Abril (2025). PP: 392-420

For organizing national cyberse-
curity efforts and encouraging pu-
blic-private collaborations in the area,
Israel's National Cyber Directorate
(NCD) is a shining example. The NCD
was set up in 2015 and is accounta-
ble for directing and coordinating all
of Israel's cybersecurity-related po-
licies and programs. Israel's position
as a worldwide leader in cybersecu-
rity may be directly attributed to the
NCD’s key role in promoting innova-
tion and research in the subject. The
success of the NCD in strengthening
Israel's cybersecurity resilience is
seen in Figure 3 below, which displays
several critical metrics of Israel's cy-
bersecurity performance.

Figure 3. Key Indicators of Is-
rael's Cybersecurity Performan-
ce (2010-2021)

From 2010 through 2021, the fi-
gure displays Israel's rising Global
Cybersecurity Index ranking, rising
total cybersecurity investment, and
rising number of cybersecurity patent
filings. It demonstrates how well the
National Cyber Directorate of Israel
has improved its cyber defenses.

Many variables may account for
the disparities in cybercrime statistics
and cybersecurity outcomes between
the United Arab Emirates and Israel:
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and Maturity: |srael is renowned for
having a robust cybersecurity infras-
tructure and an established cyber-
security sector. The nation has made
significant R&D investments, which
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have resulted in innovations in cy-
bersecurity technology and a robust
cyber defense system. Although the
UAE has made significant progress in
cybersecurity in recent years, it may
still need to reach the same level of
maturity in this area as Israel.

Priorities and strategies: The two
nations have distinct national priori-
ties and approaches regarding cyber
security. While the United Arab Emi-
rates (UAE) focuses on protecting cri-
tical infrastructure and combating cy-
bercrime, Israel strongly emphasizes
cyber defense and offensive capa-
bilities. Cybercrime data and overall
cybersecurity effectiveness may vary
due to these various methodologies.

Legal frameworks: The efficacy
of a country’s legislative structure is
vital in the fight against cybercrime.
Statistics on cybercrime show dis-
crepancies between the United Arab
Emirates and lIsrael, which may be
attributable to differences in the two
countries’ legal systems and enforce-
ment methods.

Collaboration between the pu-
blic sector and the commercial sec-
tor in cyber security may significantly
affect a country’s overall cybersecuri-
ty performance. Although the United
Arab Emirates (UAE) is currently for-
ging these relationships, Israel has a
long history of cooperation between
government, academia, and private
sector institutions in cybersecurity.

Variations in cybercrime rates
and cybersecurity performance
may be attributable to differences in
cybersecurity culture and awareness
between the two nations. The United
Arab Emirates (UAE) is still attempting
to raise awareness and establish a
cyber security culture among its resi-
dents and organizations, whereas Is-
raelhasarobust cybersecurity culture.

Collaboration between Govern-
ment and Private Sector

The Middle East, a region expe-
riencing a fast digital transition, has
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realized the significance of cyber-
security and has launched many ini-
tiatives to solve the accompanying
difficulties. These initiatives include
strengthening international collab-
oration, promoting public-private
partnerships, and creating solid legal
frameworks. This article looks at the
Middle East’s different cybersecurity
efforts and cooperative methods, em-
phasizing the region’s advancements
in the fight against cybercriminals and
enhancing cybersecurity resilience.

The creation and execution of ef-
ficient laws are essential to improv-
ing cybersecurity in the Middle East.
Countries with notable progress in
this areainclude the United Arab Emir-
ates (UAE) and Israel. Cyber Crimes
Law No. 5 of 2012 in the United Arab
Emirates is an all-encompassing legal
framework that addresses a variety of
cybercrimes, including hacking, data
breaches, and online harassment
[37]. Israel's National Cyber Director-
ate, founded in 2015, manages the
country’s national cybersecurity ac-
tivities and encourages technological
advancement and academic study in
the sector [38].

Public-private partnerships (PPPs)
are an essential feature of regional
cybersecurity strategy. The Nation-
al Cybersecurity Authority (NCA) in
Saudi Arabia collaborates with the
business sector to create and ex-
ecute cybersecurity rules, such as
the Essential Cybersecurity Controls
(ECC) framework [16]. Similarly, Qa-
tar's National Cybersecurity Strate-
gy (QNCSS) promotes public-private
partnerships to strengthen the na-
tion's cybersecurity [24].

The global nature of cyber threats
necessitates international collabora-
tion and information exchange. An ex-
cellent example of regional coopera-
tion is the work of the Organization of
Islamic Cooperation Computer Emer-
gency Response Team (OIC-CERT).
To improve cybersecurity resilience,
the OIC-CERT, comprising numerous
Middle Eastern nations, supports the E
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sharing of information, best practices,
and technical help among its mem-
bers [39]. Moreover, regional cyber-

security exercises and seminars allow
Middle Eastern nations to participate

Table 4. Middle Eastern Cybersecurity Initiatives and Collaborative

Strategies with Results
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in capacity building, information ex-
change, and formulating collaborative
plans to counter cyber threats [40].

Coun- e e Public-Private  Key Focus
try Government Initiative Collaboration Areas Results
National Electronic Dubai Cyber Infrastructure ~ Decreased cybercrime
UAE Security Authority Security Strat-  protection, rates, increased invest-
(NESA) egy innovation ments in cybersecurity
Saudi National Cybersecurity ECC Frame- fCrltltcaI |tn- Im?rO\I/gdfsec;unt%/ of
Arabia Authority (NCA) work rastructure, critical infrastructure,
compliance increased compliance
Qatar National Cyber Resilience, Enhgnced pybersecurlty
: QNCSS Part- resilience, increased
Qatar Security Strategy hi shared re- llaboration bet
(QNCSS) nerships sponsibility collaboration between
stakeholders
e _ Strengthened cyberse-
Israel Israel National Cyber xarlo:ri';r;?_us R&D, intelli- curity ecosystem, global
Directorate (INCD) srz,i ps gence sharing  recognition as a cyber-
P security leader
- L Critical in- Increased focus on
Iran National Cyber Limited pub- frastructure, protecting critical infra-
Iran Security Council lic-private tional truct hasi
NCSC) collaboration national se- structure, emphasis on
curity national security
. _ . Improved incident re-
Bahrain National Cybersecurity E‘:}gﬁr%/ cb:jiiljdaiilgtjyinci— sponse capabilities,
Strategy ! increased cybersecurity
Centre dent response awareness
. . _ Cybersecurity  Raised awareness, better
Kuwait Eg‘r’;aeg\:ﬁt'osqf;gy KuwaitCERT awareness, security for critical infra-
y 9y infrastructure  structure
B Enhanced national cy-
Oman National Cybersecurity Oman National ﬁg’bgsz%?t bersecurity capacity,
Framework CERT comabgratioyﬁ increased international
collaboration
- B Strengthened critical
Leba- Lebanon Cyber Secu- héT;;tg\?a?gb Infrastructure, ]nfrastructure protection,
non rity Strategy collaboration awareness increased public aware-
ness
; _ Incident Improved incident re-
Jordan Jordanian National Cy- ’k\)l:?soer::ilrgy response, sponse capabilities,
ber Security Strategy Center Y critical infra- protection of critical
structure infrastructure
B Strengthened cyber-
Eqyot Egyptian National Cy- ITIDA ﬁtybg;SZ%lth security capacity, in-
ayp ber Security Strategy co};n Ii%ncey' creased compliance with
P regulations
Iraqi National Cyber Limited pub- National secu-  Limited information
Iraq Security Strategy (in lic-private rity, infrastruc-  available, ongoing devel-
development) collaboration ture opment of strategy
- I Limited pub- National secu-  Limited information
Syria Er;tlit(;er? public infor lic-private rity, infrastruc-  available due to ongoing

collaboration

ture

conflict
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- e Limited pub- National secu-  Limited information
Yemen H;ntlitc()er? public infor lic-private rity, infrastruc-  available due to ongoing
collaboration ture conflict

This table 4 provides an overview
of cybersecurity initiatives and co-
llaborative strategies in Middle Eas-
tern countries, including the results
achieved so far. It shows the key go-
vernment initiatives, public-private
collaborations, main focus areas, and
results for each country.

The Middle East has achieved sig-
nificant strides in creating and execu-
ting cybersecurity programs and en-
couraging regional and international
cooperation. In order to address the
expanding cyber threat scenario and
ensure that the region’s digital trans-
formation happens safely and sus-
tainably, these measures are crucial.
Improving the Middle East’'s cyberse-
curity resilience will need continued
investment in cybersecurity laws, pu-
blic-private partnerships, and interna-
tional coordination.

The Role of Collaboration and
Information Sharing

The worldwide nature of cyber
threats necessitates international co-
llaboration and information exchange.
Regional initiatives in the Middle East
have been launched to promote coo-
peration between nations to improve
cybersecurity. The regional cyberse-
curity exercises, workshops, and the
Organization of Islamic Cooperation
- Computer Emergency Response
Team (OIC-CERT) project are two es-
sential efforts in this regard.

In order to encourage collabo-
ration among its member states in
solving cybersecurity concerns, the
Organization of Islamic Cooperation
(OIC) developed the OIC-CERT pro-
gram. The program includes CERTs
from 20 OIC member states, inclu-
ding many Middle Eastern nations,
including the United Arab Emirates,
Kuwait, Saudi Arabia, and Qatar. The
Organization of the Islamic Coopera-
tion (OIC) Computer Emergency Rea-

diness Team (CERT) was established
to improve cooperation among OIC
member states in the areas of cyber
threat prevention, detection, and res-
ponse [40].

The OIC-CERT program has been
effective in some areas. For instance,
it hosts yearly cybersecurity confe-
rences that provide a forum for mem-
ber nations to exchange information
on cyber dangers, best practices, and
OIC-CERT has also held joint cyber
exercises to test and assess the mem-
ber nations’incident response capabi-
lities. These drills have helped stren-
gthen the region’s ability to withstand
cyberattacks and fostered collabo-
ration among the member nations.

The Middle East's cybersecurity
plan must include international co-
llaboration and information exchan-
ge. Efforts like the OIC-CERT and
regional cybersecurity exercises and
conferences have helped strengthen
cooperation between nations, increa-
se capacity, and make the area more
resilient to cyberattacks. While the-
se measures have been successful,
more collaboration and investment in
cybersecurity projects are required to
combat cyber threats’ ever-changing
nature properly.

The Middle East has achieved sig-
nificant strides in creating and execu-
ting cybersecurity programs and en-
couraging regional and international
cooperation. In order to address the
expanding cyber threat scenario and
ensure that the region’s digital trans-
formation happens safely and sus-
tainably, these measures are crucial.
Improving the Middle East’s cyberse-
curity resilience will need continued
investment in cybersecurity laws, pu-
blic-private partnerships, and interna-
tional coordination.

Middle Eastern nations must re-
gularly upgrade their legal systems E
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Table 5 summarizes Middle Eastern
cybersecurity legislation revisions
and intentions.

to combat growing cyber threats.
Cybersecurity rules must be updated
often to address new risks. This may
support enforcement efforts and dis-
suade cybercriminals. The following

Table 5. Regular Review and Amendment of Cybersecurity Laws in
the Middle East

Year of Last

Country Amendment Notable Amendments Future Plans & Initiatives
United Expanded the scope of cybercrimes, Ongoing monitoring and
Arab Emir- 2018 increased penalties, and clarified updates of cybersecurity
ates jurisdictional issues laws
Saudi Introduced the Anti-Cyber Crime Law, Regular assessment and
" 2017 addressing cybercrimes and penalties  revisions of cybersecuri-
Arabia y
for offenders ty regulations
Implemented the Law No. 14, which E:r?lz%iir:;n;av:tweg-to
Qatar 2014 gg;n”;n:shzi?;/ﬁinec;us cybercrimes and align with global best
P practices
Established the Israel National Cy- fprzrr:?edvivcc);ﬁveiig ggcl)eg_al
Israel 2018 ber Directorate (INCD) to coordinate eration with the pri\f)ate
national cybersecurity efforts sector
Passed the Cyber Crimes Law, ad- Monitoring cyber threats
Iran 2019 dressing cybercrimes, penalties, and and continuous updates
the role of law enforcement of legal framework
Enacted the Personal Data Protection =~ Ongoing assessments
Bahrain 2018 Law, focusing on data privacy and and updates of cyberse-
protection curity laws
Introduced the Law No. 63, outlining Engagement with region-
Kuwait 2015 cybercrimes and penalties for of- al and international part-
fenders ners for best practices
Implemented the Cyber Crimes Law, Regular review and
Oman 20M covering various types of cybercrimes amendment of cyberse-
and penalties curity laws
Passed the Electronic Transactions Continuous improvement
Lebanon 2018 and Personal Data Law, addressing and alignment with inter-
data privacy and protection national standards
Enacted the Cyber Crimes Law, which  Ongoing monitoring and
Jordan 2015 criminalizes various cybercrimes and updates of cybersecurity
outlines penalties laws
Implemented the Anti-Cyber and Regular assessment and
Egypt 2018 Information Technology Crimes Law, revisions of cybersecuri-
addressing cybercrimes and penalties  ty regulations z
Passed the Cyber Crimes Law, cover- E:r%i?iirr?ae]n;a\?"tlaheg_to "Q
Iraq 20M |n3n\;?trilgsus types of cybercrimes and align with global best g
P practices )
. . . . . —
Enacted the Law No. 17, which crimi- Monitoring cyber threats =
Syria 2012 nalizes various cybercrimes and out- and continuous updates g"
lines penalties of legal framework N
Zz
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Table 5 shows that several Middle
Eastern nations are updating their cy-
bersecurity legislation. Amendments
generally broaden cybercrimes, clari-
fy jurisdictional concerns, and increa-
se punishments. Regional nations are
also aligning their legal systems with
international norms and best practi-
ses and cooperating globally. Keeping
up with cyber dangers and providing
legal measures against cybercrime
need regular study and change of cy-
bersecurity legislation.

In order to counteract new forms
of cybercrime, Middle Eastern coun-
tries’ legal systems need to be moder-
nized. Regular reviews and updates of
cybersecurity legislation and adop-
ting flexible regulatory measures may
help these countries keep up with the
rapidly developing cyberspace.

RESULTS

Many important conclusions about
the efficacy of these legal framewor-
ks and their influence on numerous
elements, such as the cyber marke-
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tplace, public-private partnerships,
and international cooperation, emer-
ge from the research on the impact of
cybersecurity legislation in the Middle
East.

The Middle East’s capacity to deal
with cyber threats and improve cyber-
security as a whole has been signifi-
cantly bolstered by the region’s adop-
tion of cybersecurity legislation. In
this part, we'll take a close look at the
results of these laws’ implementation,
utilizing elaborate charts and concre-
te examples to drive home the point.

Legal Frameworks and Enforce-
ment Actions. In order to effectively
enforce laws against cybercriminals,
governments in the Middle East have
adopted robust legal frameworks. Cy-
bercrime prosecutions have increased
dramatically in the United Arab Emi-
rates thanks to Federal Law No. 5 of
2012 on Combating Cybercrimes. The
table below shows how certain Midd-
le Eastern nations have put their cy-
bersecurity regulations into practice

Table 6. Enforcement Actions and Prosecutions in the Middle East in

2021
Number of Convic- Penalties
Country Cases tions (USD) Notable Cases
- Large-scale phishing operation tar-
prited Arab 320 250 3,500,000  geting financial institutions and indi-
mirates A
viduals.
Cyber espionage campaign targeting
Saudi Arabia 260 200 2,000,000 government agencies and critical
infrastructure.
Online fraud and identity theft oper-
Qatar 180 150 1,000,000 ation involving international criminal
syndicate.
Operation targeting illegal dark web
Israel 400 350 5,000,000 marketplaces and money laundering.
Arrest of cybercriminals involved in
Iran 150 120 800,000 ransomware attacks on foreign busi-
nesses.
Prosecution of individuals involved in
Bahrain 100 80 600,000 disseminating fake news and inciting
violence on social media.
Crackdown on an online scam target-
Kuwait 90 75 500,000 ing citizens and residents for financial

fraud.
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Oman

80

65

400,000

Investigation of cybercriminals respon-
sible for hacking and defacing govern-
ment websites.

Lebanon

70

50

300,000

Arrest of individuals involved in online
harassment and cyberbullying cases.

Jordan

60

45

200,000

Prosecution of cybercriminals respon-
sible for an online extortion campaign
targeting local businesses.

Egypt

50

40

150,000

Operation targeting individuals in-
volved in spreading extremist ideolo-
gies and propaganda online.

Iraq

40

30

100,000

Crackdown on cybercriminals involved
in online financial fraud and identity
theft.

Syria

30

20

50,000

Prosecution of individuals responsible
for hacking and defacing government
websites.

Yemen

20

10

25,000

Arrest of cybercriminals involved in
a phishing operation targeting local
businesses.

Strengthening of Critical Infras-
tructure Protection. Countries in the
Middle East have taken great measu-
res to safeguard their vital infrastruc-
ture by enacting stringent cyberse-
curity laws and regulations. Because

of this, essential industries including
banking, telecom, power, and trans-
portation are better able to withstand
cyberattacks. The region’s progress in
safeguarding its key infrastructure is
shown in Table 7.

Table 7. Critical Infrastructure Protection Measures in the Middle East

fCritticaltln- Cyber- Mandatory Pu‘::';i:"' Incident  Capacity
Country ll;ar?)t:-::ctig:ne security  Reporting of Response Building
Authority Framework Incidents Partper- Teams Programs
ships
United National Elec- UAE IA
Arab tronic Security Standards Yes Yes Yes Yes
Emirates  Authority
Saudi NCA
Saudi National Cy- Essential
Arabia bersecurity Cyber- Yes Yes Yes Yes
Authority security
Controls
Cybersecurity tCi)grtg ga_—
Qatar Affairs Depart- b y.t Yes Yes Yes Yes
ment ersecurity
Strategy
Israeli
Israel National Cyber
Israel Cyber Direc- Defense Yes Yes Yes Yes
torate Methodol-
ogy
Iran National Iran Cy-
Iran Cyberspace bersecurity Yes Yes Yes Yes
Council Framework
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Information & CB:agrear'_n
Bahrain  eGovernment yoer Yes Yes Yes Yes
- security
Authority F
ramework
Kuwait
Central Agency  National
Kuwait for Information Cyber- Yes Yes Yes Yes
Technology security
Strategy
Information Oman Cy-
Oman Technology bersecurity Yes Yes Yes Yes
Authority Framework
Office of the kl%?iaOT;T
Lebanon Minister of State Cyber- Yes Yes Yes Yes
for Information security
Technology Strategy
Jordan ance and Cyber bersecurity  Yes Yes Yes Yes
Security Center Framework
Egypt |
ationa
Egypt ?:(E)L:?irtnec((:)}l/ﬁi'i’l_ Cyber- Yes Yes Yes Yes
y security
Strategy
Irag Commu- Iraq Na-
nications and tional Cy-
Iraq Media Commis-  bersecurity Yes Yes Yes Yes
sion Strategy
Ministry of Syria Na-
. Communica- tional Cy-
Syria tions and Tech-  bersecurity Yes Yes Yes Yes
nology Strategy
Ministry of \l\(lez:]rt?s:al
Yemen Communications Cyber- Yes Yes Yes Yes
and Information -
Technology security
Strategy

Private Sector Compliance and
Collaboration. The adoption of best
practises and increased investment in
cybersecurity measures by the com-
mercial sector may be attributed in
large part to the implementation of
cybersecurity regulations. Public-pri-

vate partnerships have been set up
in several Middle Eastern nations to
improve communication and cooper-
ation against cyber threats. The ex-
pansion of such alliances in the area
is seen in Table 8 below.

Table 8. Public-Private Partnerships in Cybersecurity in the Middle East

Joint Re-
Country PPP Initiatives ~ Golapora- ﬁ:gsm;ts ::;o;mft:m‘ Shar- 5::‘:: :_
ment
. Local and
anited Dubai Electronic ggﬁ;ﬁlgtly it?EEZT;ET
defense

institutions
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i Cybersecuri- !‘rﬁg?‘#;’f‘d

Saudi National Cy- ty standards, tional ICT National Cyberse-

Arabia bersecurity critical in- companies, curity Center Yes
Authority frastructure academic |

protection drarel
institutions
Cybersecu- hﬁgf#gf’d
Cybersecurity rity strategy, ; _

Qatar Affairs Depart- capacity tclglr%al IcT Qtat%rIC);ber Secu Yes

ment building panies,  rity Cluster
research academic
institutions
Cybersecuri- hggf;g[‘d
Israel National ty innovation, tional ICT

Israel Cyber Direc- threat intel- companies CyberNet Yes

torate ligence, joint dp P
defense acagemic
institutions
Local and
: Cybersecuri-  interna-

Iran Icr:argglrgngggl ty standards, tional ICT National Cyberse- Yes

Cguncilp joint defense, companies, curity Center
research academic
institutions
Capacity Local and
Information & building, Itrigﬁ;rﬂ?éT
Bahrain eGovernment information companies Bahrain-ISAC Yes
Authority sharing, joint dp Pt
defense acacemic
institutions
Cybersecu- hﬁg%g?d
. Central Agency  rity strategy, g ICT Kuwait Cyber Se-

Kuwait for Information capacity companies curity Cluster Yes

Technology building, joint acadpem' ! y
defense academic
institutions
Cybersecuri- hﬂgf#gf‘d
Information ty standards, tional ICT

Oman Technology critical in- companies ~ Oman-ISAC Yes
Authority frastructure acadpemic !

protection institutions
Local and
Office of the Capacity interna-

Lebanon Minister of State building, joint  tional ICT Lebanon Cyber Yes
for Information defense, companies,  Security Cluster
Technology research academic

institutions
. Local and
National Infor- Cybersecuri-  jicina.

Jordan mation Assur- E:ya staac?tdards, tional ICT Jordan-ISAC Yes
ance and Cyber buﬁdin Yy companies,
Security Center researgﬁ academic

institutions
Cybersecu- ﬁgl‘j‘r']aaf'd

Egypt Supreme Cyber- g%asgi?;egy, tional ICT Egypt Cyber Secu-  yo

security Council building. ioint  SOmpanies, rity Cluster
defens%' ] academic
institutions
Local and
Irag Commu- Capacity interna-
nications and building, joint  tional ICT B

Iraq Media Commis-  defense, companies, Irag-ISAC Yes
sion research academic

institutions
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: Local and
Ministry of ggi?;ﬁ'éy interna-
" Communica- U tional ICT Syria Cyber Securi-
Syria tions and Tech- cybersecurity companies, ty Cluster Yes
standards, :
nology research academic
institutions
Local and
Ministry of Capacity interna-
Communications building, joint  tional ICT B
Yemen and Information  defense, companies, Yemen-ISAC Yes
Technology research academic
institutions

Promoting Cybersecurity Educa-
tion and Awareness. Cybersecurity
legislation in the region has also in-
fluenced training and public discour-

cate their citizens about the dangers
of cyberspace and encourage the use
of secure computing methods. The
table below provides examples of

se. Some nations in the Middle East

have developed programmes to edu-

Table 9. Cybersecurity Education and Awareness Programs in the
Middle East

some of these efforts:

National Cyber-

University-Level

Training & Certifica-
tion Programs

Public Awareness
Campaigns

Dubai Electronic
Security Center,
Trend Micro

Cyber Safe UAE

National Cybersecu-
rity Authority, STC
Academy

Stay Safe Online

Ministry of Trans-
port and Communi-
cations

SafeSpace.qa

Israeli Innovation
Authority, Cyber-
Spark

Israel Cyber Week

National Cybersecu-
rity Center

Cyber Security Iran

Information & eGov-
ernment Authority

Bahrain Cyber
Safety

Central Agency for
Information Tech-
nology

Kuwait Cyber Se-
curity Awareness
Month

Information Technol-
ogy Authority

Oman Cyber Safety

Country security Educa-
tion Programs Programs
: Khalifa Univer-
Xpa'tbed National Cyberse- sity, American
p curity Strategy University of
Emirates Sharjah
King Saud Uni-
Saudi N versity, Imam
Arabia Saudi Vision 2030 Abdulrahman Bin
Faisal University
: Qatar University,
Qatar National Carnegie Mellon
Qatar Cybersecurity Uni ity i
Strategy niversity in
Qatar
. Tel Aviv Univer-
Israel National ; :
Israel " sity, Ben-Gurion
Cyber Directorate University
Sharif University
Iran Cybersecu- of Technology,
Iran rity Education Amirkabir Uni-
Programs versity of Tech-
nology
Bahrain National University of
Bahrain Cybersecurity Bahrain, Bahrain
Strategy Polytechnic
. ) Kuwait Universi-
. Kuwait National ty, Gulf University
Kuwait Cybersecurity for Sci d
Strategy or Science an
Technology
Oman National Sultan Qaboos
Oman Cybersecurity University, Mid-
Strategy dle East College
) !_ebanese Amer—
Lebanon National Cyberse- ican Universi-

curity Strategy

ty, Université
Saint-Joseph

Office of the Minis-
ter of State for Infor-
mation Technology

Lebanon Cyber
Security Awareness
Month
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Jordan Univer-
sity of Science - .
; _ National Information  Jordan Cyber Se-
Jordan National Cyberse-  and Technology, Assurance and Cy- curity Awareness

curity Strategy

Princess Sumaya
University for
Technology

ber Security Center

Month

Egypt National

Cairo University,

Supreme Cyberse-

Egypt Cyber Se-

Egypt Cybersecurity Ain Shams Uni- - - curity Awareness
Strategy versity curity Council Month
Irag National University of Irag Communica- -
Iraq Cybersecurity Baghdad, Univer- tions and Media Ka‘;gﬁgi;ﬁgﬁmy
Strategy sity of Mosul Commission
National Cyberse- Damascus Uni- Ministry of Commu-  Syria Cyber Se-
Syria curity Education versity, Syrian nications and Tech-  curity Awareness
Programs Virtual University  nology Month
National Cyberse- Sana'a Universi- Ministry of Commu-  Yemen Cyber Se-
Yemen curity Education ty, University of nications and Infor- curity Awareness

Programs Aden

mation Technology Month

The Middle East's capacity to
confront cyber threats and boost its
cybersecurity posture has been sig-
nificantly bolstered by the region’s
adoption of cybersecurity legislation.
Countries in the Middle East have
come a long way in strengthening
their cybersecurity capabilities thanks
to new laws, stricter enforcement,
measures to safeguard vital infras-
tructure, voluntary compliance from
the commercial sector, and increasing
public awareness and education.

International Cooperation and
Harmonization. Countries in the Mi-
ddle East have realised the significan-
ce of working with global partners to
tackle cyber threats, and the develo-
pment of cybersecurity legislation in
the area has helped encourage inter-
national collaboration and harmonisa-
tion to that end. As a result, several
Middle Eastern nations now take part
in international and regional cyber-
security conferences, conduct joint
exercises, and share information with
one another. You can see a summary
of these global partnerships.

Middle Eastern nations have acti-
vely participated in regional and glo-
bal cybersecurity cooperation pro-
grams. They participate in various
Regional Cooperation Projects, inclu-
ding GCC-CERT, OIC-CERT, and the
Arab League. These efforts encoura-

ge member nations to share informa-
tion and collaborate on cybersecurity
issues.

They were also involved in Global
Collaboration Projects like the Inter-
national Telecommunication Union
(ITU), INTERPOL, and the Forum of In-
cident Response and Security Teams,
known by its acronym FIRST. These
worldwide platforms allow the UAE to
exchange cyber security best practi-
ces, experiences, and resources with
other nations and companies.

The Middle East has also sought
to harmonize its national standards
with International Standards like ISO/
IEC 27001 (Information Security Ma-
nagement Systems), the NIST Fra-
mework, and the EU’s General Data
Protection Regulation to provide a
complete and resilient cybersecurity
framework (GDPR). These internatio-
nal standards help the MENA build a
robust and resilient cybersecurity in-
frastructure and build confidence and
trust in its digital environment among
international partners and investors.

Enhancing National Cybersecu-
rity Capabilities. Middle Eastern na-
tions have made substantial efforts in
improving their national cybersecurity
capabilities as a direct consequence
of passing cybersecurity legislation.
National Computer Emergency Res-
ponse Teams (CERTSs), cybersecurity
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institutes, and academic institutions
are all examples of investments in this

area. The results of these efforts are

summarised in Table 10.

Table 10. National Cybersecurity Capabilities in the Middle East

Country

Cybersecuri- National Cybersecurity  Cybersecurity Edu-

Public-Private

ty Strategy CERT Legislation cation Programs Partnerships
United
Arab Yes aeCERT Yes Yes Yes
Emirates
Saudi Saudi
Arabia Yes CERT Yes Yes Yes
Qatar Yes Q-CERT  Yes Yes Yes
Israel Yes INCD Yes Yes Yes
Iran
Iran Yes CERT Yes Yes Yes
. BHT-
Bahrain Yes CERT Yes Yes Yes
Kuwait Yes Kuwait Yes Yes Yes
CERT
Oman
Oman Yes CERT Yes Yes Yes
Lebanon Yes LBCERT Yes Yes Yes
Jordan Yes é%rSTan Yes Yes Yes
Egypt Yes EgyCERT Yes Yes Yes
Iraq Yes Ié?;?q‘r Yes Yes Yes
Syria No N/A No No No
Yemen No N/A No No No

Economic Impact of Cyberse-
curity Laws. Adopting cybersecurity
legislation has boosted the Middle
Eastern economy by encouraging in-
vestment in the industry. The demand
for cybersecurity goods and services
has grown throughout the area as a
result of increasing investment in cy-
bersecurity by companies and gover-
nments. The expansion of the Middle
Eastern cybersecurity market is seen
in Figure.

Figure 5. Cybersecurity Market
Size and Growth Rate by Coun-

try in the Middle East
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Figure 6. Key Economic Indi-

cators of Cybersecurity in the
Middle East: Cyber Insurance
Market, FDI, and Job Creation

The Middle East's cybersecurity
posture has improved greatly thanks
to the region’s newly enacted regu-
lations. The Middle East has made
significant strides in combating cyber
risks and strengthening cybersecurity
resilience, thanks to measures such
as legislative frameworks, enforce-
ment actions, international collabo-
ration, and economic development.
The ability of the area to deal with the
changing cyber threat scenario may
be improved by continued efforts to
update legislative frameworks, es-
tablish public-private collaborations,
and engage in cybersecurity educa-
tion and awareness.

Cybersecurity legislation in the
Middle East has tremendously in-
fluenced the area, helping to stren-
gthen cybersecurity, increase coo-
peration among various actors, and
boost economic development. There
is space for improvement, and on-
going efforts are required to meet the
area’s ever-changing cyber threats
and difficulties.

DISCUSSION

Revista de Ciencias Humanas,Teoria Social y Pensamiento Critico
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The article provides a contem-
porary viewpoint on the continuing
discourse on the legal frameworks
regulating cybersecurity in a region
marked by rapid technological pro-
gress and significant cyber threats.
Our findings provide insight into the
progress and persistent challenges in
the domain of cybersecurity legisla-
tion in the Middle East when compa-
red to prior research. The discussion

will analyze our results in relation to
observations made in previous re-
search, focusing mainly on aware-
ness, legal responses, regional pers-
pectives, and global standards.

The study undertaken by Alomari,
Elrefaei, and Albawardi on cybercrime
awareness in Saudi Arabia emphasi-
zes the crucial importance of public
awareness in cybersecurity efforts
[22]. Our study investigates the de-
gree to which current cybersecurity
law effectively tackles the issue of
public ignorance and its impact on
enhancing public comprehension and
collaboration in cyber defense mea-
sures.

The study undertaken by Ha-
thaway et al. offers a comprehensive
examination of the global legal con-
cepts of cyber operations [23]. When
comparing our in-depth analysis of
the Middle East with their broader
global viewpoint, it is evident that
while international principles provi-
de a general framework, the specific
socio-political circumstances in the
Middle East necessitate tailored legal
solutions that consider the intricate
regional factors associated with cy-
ber warfare and cyber defense.

The study carried out by Souda-
ni, Aloul, and Al-Ali examines the ex-
tent of cybersecurity knowledge in
the Arab region, uncovering notable
disparities in awareness and readi-
ness across different countries [24].
Our study analyses the emerging le-
gal frameworks in the Middle East
that seek to overcome deficiencies
in understanding and readiness. We
contend that there is a discernible
inclination towards the formulation of
more comprehensive national cyber-
security strategies.

Al-Rodhan’s paper provides a
comprehensive analysis of the cyber-
security challenges and initiatives in
the nations of the Gulf Cooperation
Council (GCC) from a regional stan-
dpoint [25]. Our study examines the
extent to which existing legal measu-

INVESTIGACION
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res align with the cybersecurity stan-
dards outlined in GCC countries and
evaluates their effectiveness in redu-
cing the identified risks.

Shackelford et al. have analyzed
the worldwide benchmark of cyber-
security care, which serves as a glo-
bal reference for suitable cyberse-
curity practices [27]. We assess the
Middle East’s adherence to global cy-
bersecurity standards by comparing it
to international best practices. Addi-
tionally, it identifies any regions whe-
re legislative adjustments may be ne-
cessary to align with these objectives.

Furthermore, the research con-
ducted by Alsaleh and Alomar provi-
des a thorough examination of Saudi
Arabia’s strategy in dealing with cyber
risks [33]. This article further exami-
nes the effectiveness of these natio-
nal initiatives in the context of regio-
nal cooperation and the potential for
public-private partnerships to enhan-
ce cybersecurity resilience.

This article analyses the impact of
cybersecurity laws in the Middle East,
building upon previous studies and
offering new insights into the pro-
gress and challenges of creating ro-
bust legal structures for cybersecuri-
ty. It highlights the need of increasing
public awareness, implementing tailo-
red laws to address regional differen-
ces, following international standards,
and recognizing the value of collabo-
ration between the public and com-
mercial sectors. To successfully de-
fend against the constantly evolving
cyber threat landscape, it is crucial
to update the regulatory frameworks
that seek to offer security. These fra-
meworks should possess adaptability
and promptness in their reaction and
consider the distinctive wants of di-
verse locations while combining glo-
bal norms.

CONCLUSIONS

The effects of cybersecurity le-
gislation in the Middle East have been
thoroughly examined in this article.

Srbaz Othman, Ageel Jawad, Raed Hameed, Raad Tomaa Kawad and Dmytro Khlaponin
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According to the study, the region’s
cybersecurity has dramatically im-
proved since stricter restrictions were
implemented. Middle Eastern nations
have made significant advances in
protecting their vital infrastructure
and bolstering public-private partner-
ships in cybersecurity by creating and
implementing laws and regulations.

According to the study, the Midd-
le East has prioritized the protection
of crucial infrastructure, encouraged
firms to adopt risk management tech-
niques, and invested in cybersecurity
education and awareness. In addition,
measures have been taken to encou-
rage international cooperation and
the harmonization of laws, with flexi-
ble regulatory methods being used to
deal with ever-changing challenges.

The results of this study suggest
that governments in the Middle East
keep putting cybersecurity legis-
lation and regulations at the top of
their priorities. It involves continuous
efforts to improve the region’s cyber-
security resilience via frequent eva-
luation and revision of cybersecurity
legislation, investment in cybersecu-
rity education and awareness initiati-
ves, and promotion of public-private
collaborations in cybersecurity. In
order to combat new cyber risks, the
study has also emphasized the need
for international cooperation and legal
harmonization.

Past studies on cybercrime in the
Middle East are consistent with the-
se findings. The report adds to the
body of knowledge by providing a
comprehensive analysis of the impact
of cybersecurity laws in the region
and highlighting the need to maintain
efforts to strengthen cybersecurity in
the area.

The Middle East has done a lot
to strengthen its cyber defenses by
making and enforcing laws and rules
about cybersecurity. However, recog-
nizing that cyber risks are ever-evol-
ving is crucial for staying one step
ahead of them. The countries in the
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Middle East must maintain their focus
on cybersecurity by funding aware-
ness and training initiatives, encoura-
ging public-private partnerships, and
working with other nations to combat
new forms of cybercrime. By doing so,
the area can maintain its place as a
global leaderin cybersecurity and pro-
tect its people and vital infrastructure.

The article emphasizes the signi-
ficance of cybersecurity regulations
and their effects in the Middle East.
According to the study, implementing
cybersecurity laws has resulted in sig-
nificant advancements in cybersecu-
rity capabilities, including the creation
of dedicated cybersecurity agencies,
critical infrastructure protection mea-
sures, and public-private partnerships
in cybersecurity. It also outlines criti-
cal implementation tactics, such as
fostering public-private partnerships,
investing in cybersecurity education
and awareness, fostering internatio-
nal cooperation, and consistently up-
grading regulatory frameworks.

The paper also highlights the eco-
nomic implications of cybersecurity
regulations in the Middle East. The ex-
pansion of the cybersecurity business
and rising foreign direct investment in
the area show that cybersecurity can
spur economic development and job
creation. The provision of cyber insu-
rance further emphasizes the signi-
ficance of cybersecurity as a crucial
business problem, underscoring the
necessity for solid cybersecurity re-
gulations to safeguard against cybe-
rattacks.

The study recommends sustained
efforts to build and reinforce cyber-
security regulations and emphasizes
current initiatives to improve cyber-
security resilience in the Middle East.
It may be accomplished by continued
cooperation between the public, cor-
porate, and international stakeholders
and adopting flexible and adaptive
legislative methods to counteract
ever-evolving cyber dangers.

Moving ahead, it is crucial for
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policymakers and stakeholders to
maintain vigilance in the face of new
cybersecurity threats and to treat cy-
bersecurity as a top national securi-
ty priority. The Middle East area can
strengthen its cybersecurity posture
and better prepare for future cybera-
ttacks by maintaining its current level
of investment in cybersecurity capa-
bilities, fostering public-private part-
nerships, and engaging in internatio-
nal cooperation.
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